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If 2013 was the year of "Big Data," 2014 will be the year of the "Internet of Things." The Internet of

Things is the network of physical objects that contain embedded technology to communicate and

sense or interact with people, things, and the external environment. It includes everything from

traffic sensors to refrigerators, thermostats, medical devices, and wristwatches that can track or

sense the environment and use the data they collect to provide a benefit, or transmit the data to a

central repository for analysis, or both. Some estimates say that by 2020, the Internet of Things will

include more than 25 billion unique devices. It will create and share new data about consumer habits,

behavior, and personal preferences. As a result, privacy and data security will be top-of-mind issues

for state legislators, the U.S. Congress, and other government regulators in 2014 and beyond. For

example, at least 14 states have proposed legislation on the 2014 docket that is intended to increase

privacy protection for consumers and limit both government and private sector surveillance via the

Internet of Things. At the federal level, several bills are already making their way through Congress.

These include the Black Box Privacy Protection Act, which was introduced in the House of

Representatives and would prohibit the sale of automobiles equipped with event data recorders-

unless the consumer can control the recording of information. Additionally, it would require that any

data recorded by an event tracker on an automobile be considered the property of the automobile's

owner. Certain violations of the Black Box Privacy Protection Act would be treated as unfair or

deceptive acts or practices under the Federal Trade Commission Act, presumably giving the FTC

enforcement authority over violations. The We are Watching You Act, also introduced in the House of

Representatives, would provide for notification to consumers before a video service (such as a DVR

or Xbox) collects visual or auditory information from the viewing area. It would require the operator

of the device to display the message "We are watching you" as part of the programming provided to

the consumer when the device is collecting data in the viewing area. While the We are Watching You

Act will not likely pass, its introduction illustrates the increased attention data privacy and consumer

protection are receiving by federal legislators. The Internet of Things will bring tremendous new
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benefits to consumers. Simultaneously, state and federal regulators will work to restrict government

and private-sector collection and control of the data it will create.

Authored By

Dennis J. Olle

Related Practices

Technology

Cybersecurity and Privacy

Business Transactions

Intellectual Property

Related Industries

Technology

©2024 Carlton Fields, P.A. Carlton Fields practices law in California through Carlton Fields, LLP. Carlton Fields publications should not
be construed as legal advice on any specific facts or circumstances. The contents are intended for general information and
educational purposes only, and should not be relied on as if it were advice about a particular fact situation. The distribution of this
publication is not intended to create, and receipt of it does not constitute, an attorney-client relationship with Carlton Fields. This
publication may not be quoted or referred to in any other publication or proceeding without the prior written consent of the firm, to be
given or withheld at our discretion. To request reprint permission for any of our publications, please use our Contact Us form via the
link below. The views set forth herein are the personal views of the author and do not necessarily reflect those of the firm. This site
may contain hypertext links to information created and maintained by other entities. Carlton Fields does not control or guarantee the
accuracy or completeness of this outside information, nor is the inclusion of a link to be intended as an endorsement of those outside
sites.

https://www.carltonfields.com/team/o/dennis-j-olle
https://www.carltonfields.com/services/technology
https://www.carltonfields.com/services/cybersecurity-and-privacy
https://www.carltonfields.com/services/business-transactions
https://www.carltonfields.com/services/intellectual-property
https://www.carltonfields.com/services/technology

