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Cybersecurity and Privacy

Overview

We provide clients across industries with comprehensive counsel on complex, evolving, and
multifaceted issues related to information security, data breaches, and privacy.

Our cybersecurity clients seek our advice at the three phases of cybersecurity legal needs: (i)
planning, preparation, and hardening against a cybersecurity event; (ii) as “breach coaches” during a
cybersecurity event, including coordination of forensic services and working with law enforcement,
through consumer notification; and (iii) in the litigation that may follow a cybersecurity event.

Our attorneys are trusted counsel both to international companies and to growth-stage companies
on all manner of privacy compliance and litigation issues. We advise on long-standing federal
standards such as HIPAA and Gramm-Leach-Bliley as well as emerging state standards, such as
those in California and New York.

We blend our skills and experiences as litigators and transactional attorneys with a deep
understanding of information security, data breach law, and privacy laws and regulations to meet and
anticipate our clients’ needs. Carlton Fields' team includes attorneys who have earned the
designation of Certified Information Privacy Professional (e.g., CIPP/US, CIPM) as well as former
federal cybercrime prosecutors.

Our services include:

Data Breach and Incident Response

¢ Help clients prepare for, and respond to, data breaches and the full range of government
investigations they may prompt.

¢ Provide immediate support and rapid response, via phone and email, for clients that learn of a
possible data breach and must act immediately to mitigate potential liability and discharge
potential obligations stemming from the incident.

¢ Develop and test comprehensive incident response plans that address internal and external
actions to take in the wake of a data security incident.

Litigation


https://www.carltonfields.com/
https://www.carltonfields.com/

Represent clients in all forms of litigation associated with data breaches and other security
incidents. This includes class action defense in federal and state courts, and prosecution and
defense of other complex matters.

Development and Implementation of Compliance Programs

Build full-scale compliance programs for domestic and international operations, including:

o Data mapping and risk assessment
o Datasubject access request management policies, procedures, and workflows

o Review and update of contracts and agreements to reflect data privacy obligations and data
processing

o Updates to internal and external privacy policies
o Cookie consent and management of preferences

o Privacy compliance for new product development and advertising

Update data privacy and information security policies, procedures, and programs for businesses
of all sizes with both domestic and international operations.

Federal and State Privacy and Cybersecurity Laws

Regularly assist clients with their obligations pursuant to laws, including Gramm-Leach-Bliley, the
Fair Credit Reporting Act, HIPAA, and HITECH.

Assist clients in complying with emerging state privacy and cybersecurity laws, such as the
California Consumer Privacy Act (CCPA), the Colorado Privacy Act (CPA), Nevada's privacy law
(§B-220), the New York SHIELD Act, and the Virginia Consumer Data Protection Act (VCDPA).

International Privacy Regulations and Global Policies

Counsel clients on compliance with the GDPR and assist with the development of legal means for
cross-border data transfers post Schrems Il.

Counsel clients on compliance with other international regulations, including Brazil’s Lei Geral de
Protecao de Dados (General Data Protection Law - LGPD), Canada’s Personal Information
Protection and Electronic Documents Act (PIPEDA), and Jamaica's Data Protection Act (DPA).

Counsel clients on compliance with International Standards of Organization (1SO), the
internationally recognized best practices for personal data use, transmission, and storage.

Employee Privacy Issues
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Advise employers on a wide range of privacy areas, including compliance with federal and state
regulations, including employer obligations under the CCPA.

Counsel clients on compliance with the Fair Credit Reporting Act and analogous state laws
regarding pre-employment background checks and post-hire investigations.

Counsel businesses on privacy issues related to work-from-home and COVID-19.

Genetic Information and Health Privacy

Develop and implement incident management response for data breaches relating to electronic
personal health information.

Manage security risk assessments to meet HIPAA, HITECH, and state health information privacy
and security requirements.

Develop and implement full suite of policies and procedures necessary for compliance with
HIPAA’s privacy and security rules.

Create compliance programs to accommodate emerging biometric data and genetic privacy laws
domestically and internationally.

Privacy and Cybersecurity Trainings

Provide off-the-shelf and white-label privacy training options to accommodate businesses of all
sizes in privacy readiness and compliance, including trainings to meet compliance requirements
for the CCPA, GDPR, LGPD, HIPAA, and EU data authority guidance.

Plan and conduct tabletop exercises with companies to simulate a breach event, targeting to the
company’s particular risk profile, often partnering with inside or outside forensic experts and
media relations professionals.

Website and Social Networking Issues

Help ensure client compliance with FTC and other regulations.
Support brands and influencers in meeting requirements under Section 5 of the FTC Act.

Draft privacy policies, social media policies, terms of use, and community policies, and develop
internal legal management programs for emerging online issues.

Assist clients with the wide-ranging issues that arise as a result of social media use and an
internet presence, and help them develop related proactive policies and standards.

Online Harassment and Phishing Campaigns



Represent and protect companies and their employees who are victims of online harassment,
including nonconsensual pornography, cyber stalking, reputation attacks, identity theft, and other
forms of digital abuse.

Work with companies whose employees or customers are facing targeted, sophisticated phishing
campaigns, including spoofing attempts and suspected email compromises.

Our work can include support of the company’s investigations into these matters, packaging the
evidence for cooperation with law enforcement, and protection of corporate intellectual property,
particularly as to domain name abuse.

Due Diligence and Other Transactional Support

Provide cybersecurity and privacy due diligence advice in connection with mergers and
acquisitions, private equity investments, and other transactions.

Represent private equity firms and other pooled-capital entities as standby counsel for their
investigations into potential acquisitions, including of SaaS companies as well as more traditional
brick-and-mortar companies for which cybersecurity is a concern, both at the term sheet level
and pre-closing.

Our attorneys are active and hold leadership positions in data privacy and cybersecurity
organizations, such as:

International Association of Privacy Professionals (IAPP)

International Security Management Association

Sedona Conference Working Group on Data Security and Privacy Liability
ABA - Privacy and Computer Crime Committee CLE Working Group

ABA - Computer and Software Legislation Committee

ABA - Electronic Filing Committee

ABA - Internet Relationships and Cloud Computing Committee

ABA - Section of Science & Technology Law

DRI - Data Management and Security Committee

ISACA (Information Systems Audit and Control Association)

Industries supported by our practice include:



e Advertising

e Artificial intelligence

e Biotechnology

e Construction and real estate

e Consumer brands

* Cosmetics

e Data analytics

e E-commerce

e Education (K-12 and universities) and education technology (edtech)
e Electronic gaming and esports
* Financial services sector

e Health care

e Insurance

* Media and entertainment

* Professional services

¢ Retail, including online retail

e Software

e Software as a service

e Technology

e Telecommunications

e Titleinsurance

Experience



Served as breach coach and notifications counsel in responding to an extortionate ransomware
attack on a B2B company with international operations, coordinating forensic response, threat
actor engagement, coordination with law enforcement, and public and business-partner
communications.

Helped dozens of corporate clients that have experienced data breaches due to theft (e.g., stolen
laptops and servers), social engineering fraud (phishing, misdirected wires), hacking (stolen
passwords, brute force attacks), and accident (e.g., natural disasters, lost backup tapes).

Defend clients under investigation by federal and/or state government agencies after complaints
of privacy violations or data breaches. We frequently help clients, for example, that are subject to
HIPAA privacy and security regulations respond to investigations by the U.S. Department of
Health and Human Services’ Office for Civil Rights.

Defend data breach class actions, including (i) a hospital system after the alleged theft of personal
health and financial data of hospital patients; (ii) a public entity after the exposure of its
employees’ tax information in a phishing scheme; and (iii) a multi-office medical practice that was
the victim of a ransomware attack. In such cases, we have won at the motion to dismiss phase
and class certification phases, and we have, in consultation with our clients and their insurance
carriers, arranged for favorable resolutions at mediation.

Assist and represent clients with creation and implementation of vendor management programs,
including policies and procedures related to vendor risk assessment, vendor due diligence,
vendor supervision, and vendor contract negotiation and management.

Help clients implement companywide privacy and security policies to ensure protection of
sensitive data.

Help clients design beginning-to-end privacy compliance programs for new products, means of
advertising, or other uses of consumer data, including drafting and strategic placement of all
necessary notices and authorizations, as well as negotiating associated contracts. Such
engagements include compliance with the CCPA, GDPR, and similar privacy regimes.

Develop and implement GDPR compliance programs for international social media software as a
service platform.

Represent, with local counsel, companies before EU Data Protection Authorities in regulatory
inquiries.

Launch mobile application startups in app stores in international markets.

Scale privacy compliance programs as outside counsel from startup to IPO.



Help clients understand privacy compliance steps needed to expand current uses of consumer
information.

Serve as the outside general counsel to education clients on privacy and cybersecurity legal
issues, including advice on remote learning, interpretation of FERPA, issues related to sexting and
cyberbullying, and incident response. Our clients include colleges and universities, as well as
some of the country’s top private K-12 schools, school districts, and charter schools.
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https://www.carltonfields.com/insights/podcasts/2021/cyber-anatomy-ransomware-attack-part-1
https://www.carltonfields.com/insights/publications/2021/credential-stuffing-where-passwords-go-when-stolen
https://www.carltonfields.com/insights/publications/2021/bracing-for-2023-10-steps-to-prepare-for-new-era
https://www.carltonfields.com/insights/publications/2021/four-steps-to-take-now-to-prepare-for-ransomware
https://www.carltonfields.com/insights/podcasts/2021/no-password-required-corvette-driving-scientist
https://www.carltonfields.com/insights/publications/2021/ransomware-attacks-and-class-action-litigation-a-t

07.15.2021
DFS Continues Focus on Cybersecurity: Issues Ransomware Guidance and Signals Increased
Enforcement Actions

06.30.2021
CF on Cyber: An Update on the Changes to the Florida Telemarketing Act

06.30.2021
No Password Required: A Cyber Practice Leader and Natural Optimist Who Believes Every Day Is
the Best Day

06.15.2021
Biden Administration Issues Practical Guidance for Ransomware Attacks

06.14.2021
CF on Cyber: An Update on the Florida Security of Communications Act (FSCA)

05.20.2021
No Password Required: An SOC Technical Manager Who Builds Things With Keyboards and
Blowtorches...

05.05.2021
Spring Is Hot for State Privacy Legislation

05.05.2021
Cast Into the Deep: Questions for Charting New Privacy Waters

04.22.2021
No Password Required: An OSINT Expert Who Credits Much of Her Success to Her Improv
Comedy SkKills...

03.18.2021
No Password Required: A Believer That the Key to Internet Safety Is Simple...


https://www.carltonfields.com/insights/publications/2021/dfs-continues-focus-on-cybersecurity-issues-ransom
https://www.carltonfields.com/insights/podcasts/2021/cyber-update-changes-florida-telemarketing-act
https://www.carltonfields.com/insights/podcasts/2021/no-password-required-cyber-practice-leader-best
https://www.carltonfields.com/insights/publications/2021/biden-issues-practical-guidance-ransomware-attacks
https://www.carltonfields.com/insights/podcasts/2021/update-florida-security-communications-act-fsca
https://www.carltonfields.com/insights/podcasts/2021/no-password-required-soc-technical-manager
https://www.carltonfields.com/insights/expect-focus/2021/spring-is-hot-for-state-privacy-legislation
https://www.carltonfields.com/insights/expect-focus/2021/cast-into-the-deep-questions-charting-new-privacy
https://www.carltonfields.com/insights/podcasts/2021/no-password-required-osint-expert-rachel-tobac
https://www.carltonfields.com/insights/podcasts/2021/no-password-required-believer-key-internet-safety

03.04.2021
Virginia Is for...Privacy? The Virginia Consumer Data Protection Act: What You Need to Know

02.19.2021
Florida's New Privacy Bill Promises Big Changes

02.19.2021
No Password Required: A Pen Tester at Rapid7 With a Passion for LEGO Bricks, Star Wars, and
Sometimes LEGO Star Wars

02.18.2021
No Password Required: An Inherently Trusting Person in an Inherently Distrusting Profession

02.18.2021
No Password Required: A Journey From Math Camp to Cyber Intelligence

02.12.2021
What the Heck is Happening in California? An Update on California’s Privacy Laws

01.28.2021
Data Privacy Day: New York and Washington State Legislatures on the Move With New Privacy
Bills - CA Privacy Law Web Event

01.05.2021
Privacy Law Outlook 2021

12.29.2020
Health Care Providers Are Under Attack. Are You Ready for 20217

12.15.2020
Ledgers and Law: Real-World Planning for Cyber Attacks

12.15.2020
California Privacy Rights Act: Compliance Objectives for 2021


https://www.carltonfields.com/insights/publications/2021/virginia-privacy-consumer-data-protection-act
https://www.carltonfields.com/insights/publications/2021/floridas-new-privacy-bill-promises-big-changes
https://www.carltonfields.com/insights/podcasts/2021/no-password-required-shane-young-pen-tester-rapid7
https://www.carltonfields.com/insights/podcasts/2021/no-password-required-melinda-lemke-trusting-person
https://www.carltonfields.com/insights/podcasts/2021/no-password-required-steve-gary-cyber-intelligence
https://www.carltonfields.com/insights/podcasts/2021/what-the-heck-update-california-privacy-laws-ccpa
https://www.carltonfields.com/insights/publications/2021/data-privacy-day-new-york-and-washington-state
https://www.carltonfields.com/insights/publications/2021/privacy-law-outlook-2021
https://www.carltonfields.com/insights/publications/2020/health-care-providers-under-attack-ready-for-2021
https://www.carltonfields.com/insights/podcasts/2020/ledgers-law-real-world-planning-cyber-attacks
https://www.carltonfields.com/insights/expect-focus/2020/california-privacy-rights-act-compliance

12.15.2020
Eleventh Circuit Decisions May Chill Future Data Breach Class Actions

12.15.2020
Not If, But When: Applying the ADA’s Accessibility Requirements to Mobile Apps

12.03.2020
The Realities and Legalities of Ransomware and Incident Response

11.05.2020
California Privacy Rights Act Passes in California: What You Need to Know Now

10.29.2020
Brazil's LGPD: What You Need to Know Before 2021

10.21.2020
October Surprise: California Attorney General Releases Further Modifications to CCPA
Regulations

09.08.2020
EU Data Protection Authority Levies Its First Fine for Violations of the GDPR

09.08.2020
The Impending Cookie “Crackdown”: Irish Data Protection Commission Expected To Start
Enforcement of Its Cookie Guidance This Fall

09.03.2020
Genetic and COVID-19 Testing Companies Set To Be Regulated in California

09.03.2020
California Bill Extending Employment and B2B Compliance Obligations for CCPA Heads to
Governor Newsom's Desk


https://www.carltonfields.com/insights/expect-focus/2020/eleventh-circuit-decisions-may-chill-future-data
https://www.carltonfields.com/insights/expect-focus/2020/applying-accessibility-requirements-to-mobile-apps
https://www.carltonfields.com/insights/publications/2020/the-realities-and-legalities-of-ransomware-and-inc
https://www.carltonfields.com/insights/publications/2020/cpra-california-privacy-rights-act-passes-prop24
https://www.carltonfields.com/insights/publications/2020/brazil-lgpd-what-you-need-to-know-before-2021
https://www.carltonfields.com/insights/publications/2020/california-attorney-general-modifications-ccpa
https://www.carltonfields.com/insights/publications/2020/eu-data-protection-authority-levies-its-first-fine
https://www.carltonfields.com/insights/publications/2020/impending-cookie-crackdown-irish-data-protection
https://www.carltonfields.com/insights/publications/2020/genetic-covid-19-testing-companies-regulated-ca
https://www.carltonfields.com/insights/publications/2020/california-extending-employment-compliance-ccpa

09.03.2020
Al Challenges for Securities Firms: Key Summer Reading From FINRA

08.28.2020
Guidance Released From German Data Protection Authority: Time to Review EU Data Transfer
Mechanisms

08.25.2020
The California Consumer Privacy Act: Are You Ready?

08.19.2020
The Final CCPA Regulations May Be Ready, But Is Your Business?

06.18.2020
Final CCPA Regulations Submitted, but Compliance Burden Could Increase

06.16.2020
HIPAA Compliance for Work-From-Home or Telehealth Programs: Five Frequently Overlooked
Considerations

06.12.2020
U.S. Supreme Court to Weigh in on Computer Fraud and Abuse Act (CFAA) for the First Time

05.13.2020
10 Privacy Recommendations for Health App Developers From the AMA's Latest Privacy
Principles

05.06.2020
NAIC Restarts Its Work Revising Its Model Privacy Provisions

05.04.2020
Five Steps to Prepare for Telehealth Data Breach Litigation


https://www.carltonfields.com/insights/expect-focus/2020/ai-challenges-for-securities-firms-key-summer-read
https://www.carltonfields.com/insights/publications/2020/guidance-from-german-data-protection-authority
https://www.carltonfields.com/insights/podcasts/2020/california-consumer-privacy-act-ccpa-webinar
https://www.carltonfields.com/insights/publications/2020/final-ccpa-regulations-ready-but-is-your-business
https://www.carltonfields.com/insights/publications/2020/final-ccpa-regulations-submitted-but-compliance
https://www.carltonfields.com/insights/publications/2020/hipaa-compliance-for-work-from-home-or-telehealth
https://www.carltonfields.com/insights/publications/2020/us-supreme-court-computer-fraud-abuse-act
https://www.carltonfields.com/insights/publications/2020/10-privacy-recommendations-for-health-app-develope
https://www.carltonfields.com/insights/publications/2020/naic-restarts-its-work-revising-its-model-privacy
https://www.carltonfields.com/insights/publications/2020/five-steps-to-prepare-for-telehealth-data-breach-l

04.30.2020
10 Steps for Responding to a Telehealth Data Breach

04.22.2020
Six Steps to Protect Against Increased Telehealth Cybersecurity Dangers

04.13.2020
OCIE Continues Relentless Cybersecurity Focus

04.03.2020
Privacy and Security Tips for Educators

04.01.2020
Privacy and Cybersecurity Perils in Hastily Signed Work-From-Home Vendor Contracts

03.30.2020
Compliance Tips for Distance Learning at Independent and Public Schools

03.23.2020
Workforce Sheltering in Place? Keeping Privacy in Place During COVID-19

03.19.2020
Cybersecurity Considerations for Providers Considering Telehealth During COVID-19’s State of
Emergency

03.18.2020
COVID-19 and Cybersecurity: Best Practices in an Uncertain Landscape

02.10.2020
Canna We Talk Cannabis? Cybersecurity Risks Bring Growing Pains to Cannabis Businesses

02.06.2020
The CCPA for the Land Title Industry: Practical Compliance With CCPA and New Privacy Laws


https://www.carltonfields.com/insights/publications/2020/10-steps-for-responding-to-a-telehealth-data-breac
https://www.carltonfields.com/insights/publications/2020/six-steps-to-protect-against-increased-telehealth
https://www.carltonfields.com/insights/expect-focus/2020/ocie-continues-relentless-cybersecurity-focus
https://www.carltonfields.com/insights/publications/2020/privacy-and-security-tips-for-educators
https://www.carltonfields.com/insights/publications/2020/privacy-and-cybersecurity-perils-in-hastily-signed
https://www.carltonfields.com/insights/publications/2020/compliance-tips-for-distance-learning-at-independe
https://www.carltonfields.com/insights/publications/2020/workforce-sheltering-in-place-keeping-privacy
https://www.carltonfields.com/insights/publications/2020/cybersecurity-considerations-for-providers-conside
https://www.carltonfields.com/insights/publications/2020/covid-19-and-cybersecurity-best-practices-in-an-un
https://www.carltonfields.com/insights/podcasts/2020/cannabis-cybersecurity-risks-growing-pains
https://www.carltonfields.com/insights/podcasts/2020/land-title-industry-compliance-ccpa-privacy-laws

01.31.2020
Here Are Seven Phrases That Can Help Your Business Avert Cybersecurity Attacks

01.29.2020
The CCPA for the Land Title Industry: CCPA Resources and Compliance Tips

01.22.2020
The CCPA for the Land Title Industry: Service Providers and Sale of Data Under the CCPA

01.15.2020
The CCPA for the Land Title Industry: Who Does the CCPA Apply To?

01.14.2020
Florida’s Legislature to Consider Consumer Data Privacy Bill Akin to California’s CCPA

01.09.2020
Recent Cases Indicate Viability of False Claims Act Liability Connected to Federal Cybersecurity
Standards

11.15.2019
When Google Meets HIPAA: Some Privacy and Regulatory Issues as Silicon Valley Enters the
Health Care Space

11.07.2019
CF on Cyber: Leveraging the Incident Response Guide to Prepare for the CCPA

10.21.2019
California Consumer Privacy Act: A Reference Guide for Compliance

10.15.2019
CF on Cyber: Key Takeaways from the California AG’s Proposed CCPA Regulations


https://www.carltonfields.com/insights/publications/2020/here-are-seven-phrases-that-can-help-your-business
https://www.carltonfields.com/insights/podcasts/2020/land-title-industry-ccpa-resources-compliance-tips
https://www.carltonfields.com/insights/podcasts/2020/land-title-service-providers-sale-data-under-ccpa
https://www.carltonfields.com/insights/podcasts/2020/land-title-industry-who-does-the-ccpa-apply-to
https://www.carltonfields.com/insights/publications/2020/florida-s-legislature-to-consider-consumer-data-pr
https://www.carltonfields.com/insights/publications/2020/recent-cases-indicate-viability-of-false-claims-ac
https://www.carltonfields.com/insights/publications/2019/when-google-meets-hipaa-some-privacy-and-regulator
https://www.carltonfields.com/insights/podcasts/2019/cyber-incident-response-guide-prepare-ccpa
https://www.carltonfields.com/insights/publications/2019/california-consumer-privacy-act-a-reference-guide
https://www.carltonfields.com/insights/podcasts/2019/cyber-key-takeaways-california-ccpa-regulations

10.04.2019
CF on Cyber & FICPA presents Refeathering the Pillow: Catching, Containing & Cleaning up Cyber
Fraud

10.04.2019
Carlton Fields Rolls Out Blockchain, Crypto, and Virtual Currency State Legislation Tracker

09.12.2019
The Imitation Game: How the CCPA Is Inspiring Other States to Regulate Consumer Data and
Online Privacy

09.10.2019
Applying the CCPA to Health Care: The HIPAA Exemption, Exercise Apps, and Marketing Data

08.29.2019
Are Banks and Other Lenders Subject to the CCPA?

08.27.2019
Fortnite Suit Highlights Game Cos.' Need For Privacy Vigilance

08.06.2019
The CCPA's 50,000 California Resident Requirement - Easier to Meet Than It Might Seem

08.06.2019
The CCPA's Impact on Businesses Processing Personal Data of Minors and Children

08.06.2019
Regulating Privacy on the Blockchain Starts With Understanding the Meaning of “Personal Data”

08.04.2019
Show Me the Money: How the CCPA Provides a Mechanism for Consumers to Monetize Their
Personal Data


https://www.carltonfields.com/insights/podcasts/2019/ficpa-catching-containing-cleaning-cyber-fraud
https://www.carltonfields.com/insights/expect-focus/2019/carlton-fields-rolls-out-blockchain-crypto-tracker
https://www.carltonfields.com/insights/publications/2019/ccpa-inspire-states-regulate-consumer-data-privacy
https://www.carltonfields.com/insights/publications/2019/ccpa-health-care-hipaa-exemption-apps-data
https://www.carltonfields.com/insights/publications/2019/are-banks-and-other-lenders-subject-to-the-ccpa
https://www.carltonfields.com/insights/publications/2019/fortnite-suit-highlights-game-need-for-privacy
https://www.carltonfields.com/insights/publications/2019/ccpa-california-resident-requirement-easy-to-meet
https://www.carltonfields.com/insights/publications/2019/ccpa-businesses-processing-personal-data-minors
https://www.carltonfields.com/insights/expect-focus/2019/regulating-privacy-on-the-blockchain
https://www.carltonfields.com/insights/publications/2019/ccpa-mechanism-consumers-monetize-personal-data

07.25.2019
CF on Cyber: Cybersecurity and Privacy Due Diligence for Private Equity

07.23.2019
The CCPA’s Contractual Requirements Between Covered Businesses and Service Providers

07.18.2019
How Broad Is the Scope of the CCPA's Standing Provision Under Section 1798.150(a)(1)?

07.17.2019
The Research Exception to the CCPA’s Right to Deletion — Will It Ever Apply?

07.12.2019
Can You Write the California AG with Questions About CCPA Compliance?

07.03.2019
Is Your Organization Ready for the CCPA? The Importance of an Incident Response Guide

06.26.2019
The CCPA Has Placed a Mandatory Link on Your Company’s Homepage

05.31.2019
Baltimore's Three-Week Ransomware |s a Warning for Other Local Governments to Prepare for
Cyberattacks

04.29.2019
Brazil's New Data Protection Law: An Overview and Four Key Takeaways for U.S. Companies

04.26.2019
CF on Cyber: GDPR Regulator Takes Narrow View of "Contract" Basis for Processing Data

04.24.2019
S1:E6 - The Impact of Net Neutrality on the Esports and E-Gaming Industry


https://www.carltonfields.com/insights/podcasts/2019/cf-on-cyber-privacy-due-diligence-private-equity
https://www.carltonfields.com/insights/publications/2019/the-ccpa-s-contractual-requirements-between-covere
https://www.carltonfields.com/insights/publications/2019/how-broad-is-scope-of-ccpa-standing-provision
https://www.carltonfields.com/insights/publications/2019/research-exception-ccpa-right-deletion-apply
https://www.carltonfields.com/insights/publications/2019/can-you-write-the-california-ag-with-questions-abo
https://www.carltonfields.com/insights/publications/2019/is-your-organization-ready-for-the-ccpa-the-import
https://www.carltonfields.com/insights/publications/2019/the-ccpa-has-placed-a-mandatory-link-on-your-compa
https://www.carltonfields.com/insights/publications/2019/baltimore-ransomware-local-governments-cyberattack
https://www.carltonfields.com/insights/expect-focus/2019/brazil-s-new-data-protection-law-an-overview-and
https://www.carltonfields.com/insights/podcasts/2019/cyber-gdpr-regulator-contract-processing-data
https://www.carltonfields.com/insights/podcasts/lan-party-lawyers/net-neutrality-esports-electronic-gaming-industry

04.10.2019
S1:E5 - Bugging Out: The Legal Effects of Bugs and Glitches in Games

04.04.2019
Building an Ark: Protecting Employee Data in the Data-Breach Era

04.04.2019
Be Prepared for the Next Wave of Biometric Data Laws: Five Tips for Businesses

03.26.2019
S1:E4 - Raiding Your Vault: Cybersecurity in Gaming

03.20.2019
Be Prepared for the Next Wave of Biometric Data Laws: Five Tips for Businesses

03.15.2019
Cybersecurity Obligations and Best Practices for Independent Schools

03.15.2019
LAN Party Lawyers Live at Ultimate Gamer Miami

03.13.2019
S1:E3 - Even the Games Have Eyes: Data Privacy and Gaming

03.06.2019
FINRA’s New Report on Broker-Dealer Cybersecurity Practices

02.27.2019
S1:E2 - One Step Closer to Skynet: Artificial Intelligence and Gaming

02.20.2019
CF on Cyber: Cybersecurity Due Diligence in M&A Deals Under the CCPA and GDPR


https://www.carltonfields.com/insights/podcasts/lan-party-lawyers/legal-effects-bugs-glitches-games
https://www.carltonfields.com/insights/expect-focus/2019/building-an-ark-protecting-employee-data
https://www.carltonfields.com/insights/expect-focus/2019/be-prepared-for-the-next-wave-of-biometric-data
https://www.carltonfields.com/insights/podcasts/lan-party-lawyers/raiding-your-vault-cybersecurity-gaming
https://www.carltonfields.com/insights/publications/2019/be-prepared-next-wave-biometric-data-laws
https://www.carltonfields.com/insights/publications/2019/cybersecurity-obligations-and-best-practices-for-i
https://www.carltonfields.com/insights/podcasts/lan-party-lawyers/live-ultimate-gamer-miami
https://www.carltonfields.com/insights/podcasts/lan-party-lawyers/games-have-eyes-data-privacy-gaming
https://www.carltonfields.com/insights/publications/2019/finra-report-broker-dealer-cybersecurity-practices
https://www.carltonfields.com/insights/podcasts/lan-party-lawyers/skynet-artificial-intelligence-gaming
https://www.carltonfields.com/insights/podcasts/2019/cf-on-cyber-cybersecurity-due-diligence

02.15.2019
2018 Was a Record Year in HIPAA Enforcement

01.30.2019
No Actual Harm Needed to Sue Under BIPA: lllinois Supreme Court Finds Statutory Violation
Sufficient

12.31.2018
Ohio Moves on Insurance Cybersecurity

12.06.2018
CF on Cyber: The GDPR’s New Territorial Scope Guidelines

10.30.2018
CF on Cyber: Deep Dive into the DOJ's Guidance for Cyber Best Practices

10.01.2018
NIST Provides Guide and Example Solution for IT Asset Management

10.01.2018
NAIC Summer National Meeting Spotlights Innovation and Insurtech

10.01.2018
Louisiana Appeals Court Affirms Class Certification in Lingering Litigation Against Department of
Insurance

10.01.2018
In California, a New Erain U.S. Privacy

07.16.2018
New Opinions From Second and Sixth Circuit Courts Rock Phishing Loss Coverage Landscape

07.09.2018
California Passes Stringent Privacy Law Akin to GDPR


https://www.carltonfields.com/insights/publications/2019/2018-record-year-hipaa-enforcement
https://www.carltonfields.com/insights/publications/2019/no-actual-harm-needed-to-sue-under-bipa
https://www.carltonfields.com/insights/publications/2018/ohio-moves-on-insurance-cybersecurity
https://www.carltonfields.com/insights/podcasts/2018/cf-on-cyber-the-gdpr%E2%80%99s-new-territorial-scope-guide
https://www.carltonfields.com/insights/podcasts/2018/cf-on-cyber-deep-dive-into-the-doj-s-guidance-for
https://www.carltonfields.com/insights/expect-focus/2018/nist-provides-guide-and-example-solution-for-it-as
https://www.carltonfields.com/insights/expect-focus/2018/naic-summer-national-meeting-spotlights-innovation
https://www.carltonfields.com/insights/expect-focus/2018/louisiana-appeals-court-affirms-class-certificatio
https://www.carltonfields.com/insights/expect-focus/2018/in-california-a-new-era-in-u-s-privacy
https://www.carltonfields.com/insights/blogs/propertycasualtyfocus/imported/new-opinions-from-second-and-sixth-circuit-courts-rock-phishing-loss-coverage-landscape
https://www.carltonfields.com/insights/publications/2018/california-passes-stringent-privacy-law-akin-to-gd

07.03.2018
Are Administrative Fees and Costs a Benefit to the Class as a Whole? A Circuit Split Continues

06.25.2018
South Carolina First State to Adopt NAIC Insurance Data Security Model Law

03.31.2018
Supreme Court Denies Insurer’s Petition to Review Standing in Data Breach Class Actions

03.31.2018
SEC Issues Cybersecurity Disclosure Guidance

03.31.2018
When Innovation Meets Regulation: InsurTech and State Licensing Laws

02.20.2018
Beyond the European Union: How the GDPR Affects US Companies

12.29.2017
When Innovation Meets Regulation

12.29.2017
The NAIC Says Aloha

10.25.2017
NAIC Insurance Data Security Model Law - States Are Next

09.30.2017
Cyber Exploitation and Perpetration of Digital Abuse
Domestic Violence Report

09.26.2017
NAIC Big Data Working Group Update


https://www.carltonfields.com/insights/blogs/classified-the-class-action-blog/imported/are-administrative-fees-and-costs-a-benefit-to-the-class-as-a-whole-a-circuit-split-continues
https://www.carltonfields.com/insights/expect-focus/2018/south-carolina-first-state-to-adopt-naic-insurance
https://www.carltonfields.com/insights/expect-focus/2018/supreme-court-denies-insurer%E2%80%99s-petition-to-review
https://www.carltonfields.com/insights/expect-focus/2018/sec-issues-cybersecurity-disclosure-guidance
https://www.carltonfields.com/insights/expect-focus/2018/when-innovation-meets-regulation-insurtech-and-sta
https://www.carltonfields.com/insights/publications/2018/beyond-the-european-union-how-the-gdpr-affects-us
https://www.carltonfields.com/insights/expect-focus/2017/when-innovation-meets-regulation
https://www.carltonfields.com/insights/expect-focus/2017/the-naic-says-aloha
https://www.carltonfields.com/insights/publications/2017/naic-insurance-data-security-model-law-%E2%80%93-states-ar
https://www.carltonfields.com/insights/expect-focus/2017/naic-big-data-working-group-update

09.26.2017
NAIC Cybersecurity Working Group Votes to Approve Insurance Data Security Model Law

09.26.2017
OCIE Lessons From Cybersecurity 2 Initiative

09.20.2017
New York DFS Tightens Cybersecurity Gaps

07.26.2017
Cyber Update: Five Tips from the Front Lines of Practice to Limit Your Company's Losses from
Breach

07.12.2017
Your Apps May Be Selling You Out

06.23.2017
Eleventh Circuit to Weigh in on ‘Business Email Compromise’ Coverage Under Fidelity Bond

06.23.2017
Colorado Set to Regulate Cybersecurity Practices of Broker-Dealers and Investment Advisers

04.10.2017
Sprouting Activity at the NAIC

04.10.2017
Regulators Demand Third-Party Risk Management

02.24.2017
NY DFS Cybersecurity Regulations Take Effect March 1, 2017

12.23.2016
NAIC’s Big Data Task Force Sets Charges for 2017


https://www.carltonfields.com/insights/expect-focus/2017/naic-cybersecurity-working-group-votes-to-approve
https://www.carltonfields.com/insights/expect-focus/2017/ocie-lessons-from-cybersecurity-2-initiative
https://www.carltonfields.com/insights/publications/2017/new-york-dfs-tightens-cybersecurity-gaps
https://www.carltonfields.com/insights/publications/2017/your-apps-may-be-selling-you-out
https://www.carltonfields.com/insights/expect-focus/2017/eleventh-circuit-to-weigh-in-on-%E2%80%98business-email-co
https://www.carltonfields.com/insights/expect-focus/2017/colorado-set-to-regulate-cybersecurity-practices-o
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12.22.2016
FINRA Focus on Cybersecurity Continues

12.22.2016
Should Your Company Purchase Bitcoin to Pay a Cyber Ransom?

12.07.2016
Home Depot Cyber Derivative Action Shuttered: Another Data-Breach Derivative Suit Fails to
Clear Fundamental Corporate Law Hurdles

11.30.2016
There’s No Flying Under the Radar: Why Small Businesses Should Get Smart About Information
Security

11.22.2016
Banks to Broaden Reporting of Suspicious Cyber Activity; Regulators Propose “Enhanced”
Cybersecurity Standards for Large Financial Institutions

11.17.2016
FCC Adopts New Broadband Privacy Rules

11.09.2016
The Tug-of-war Of BEC Scheme Insurance Coverage

10.10.2016
Avoiding Close Calls: Sixth Circuit’s Galaria v. Nationwide Decision Offers Valuable Pleading Tips

10.04.2016
A Look At Manufacturer Liability For The Internet Of Things

09.21.2016
UK’s FCA Weighs in on Insurers’ Use of Big Data
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09.20.2016
What You Must Know about New York’s Proposed Cybersecurity Regulation for the Banking,
Insurance, and Financial Services Sectors

08.26.2016
Cyber Update: What Businesses Must Know about the New Presidential Policy Directive

08.22.2016
Heal Thyself: Insider Threats to Heed, Especially for Industries with Large Amounts of Personal
Information

08.15.2016
Brexit's Impact on the Insurance Industry

08.08.2016
New Federal Drone Regulations Leave Unanswered Questions

08.01.2016
Companies That Collect Sensitive Consumer Data Should Note the FTC’s LabMD Ruling

07.20.2016
Learning from Venmo’s Compliance Issues: How to Avoid Inadequate Privacy Disclosures

07.18.2016
Collaboration Key to Combating Cyber Threats: Federal Government Issues Final Guidance
Clarifying Liability Protection for Private Entities that Share Cybersecurity Information

06.30.2016
FFIEC Issues New Cybersecurity and Data Privacy Guidelines for Mobile Banking

06.30.2016
New York Appellate Court Finds “Electronic Data” Exclusion Applies to Data Breach
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06.29.2016
SEC Cyber Update: Official Outlines Active Role for SEC on Cybersecurity as Enforcement
Questions Persist

06.22.2016
NAIC Cybersecurity Task Force Weighs Credit Freezes

06.17.2016
Rule Change Would Let Law Enforcement Access Computers Remotely Regardless of Location

06.07.2016
Insurers Must Be Prepared For Cybercrime Coverage Battles

06.02.2016
Share What You Know: Liability Protection for Private Entities that Share Cybersecurity
Information Pursuant to Federal Guidelines

05.13.2016
Insuring Cyber Exposure Through A Captive Insurer

05.09.2016
Catching Corporate Hackers In Fla.: Tips For In-House Counsel

05.05.2016
Continuing Data Security Lessons from the SEC

04.26.2016
Financial Institutions Spend More on Cybersecurity

04.25.2016
The CFPB Takes First Enforcement Action Related to Data Security Practices

04.04.2016
The HIPAA Audits are Coming, The HIPAA Audits are Coming!
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03.25.2016
Supreme Court Rejects Erroneous Jury Instruction Appeal in Federal Computer Crime Case

03.04.2016
CFPB Enters First Enforcement Order Related to Data Security

03.01.2016
Developments in Cybersecurity: Privacy Laws, Hacking Beyond Customer Data, and
Communicating with Corporate Boards

01.28.2016
Implications Of Internal Data Theft At Hospitals

01.27.2016
FTC's Big Data Report Provides Road Map for Insurers Using Big Data

01.05.2016
New Federal Law Protects Companies that Share Cyber Threat Information

12.23.2015
Could Your Medical Device Be a Hacker’s Gateway into a Hospital Network?

12.23.2015
NAIC Adopts "Roadmap for Cybersecurity Consumer Protections”

12.23.2015
NIST loT Framework Raises Interesting Cybersecurity and Data Privacy Challenges

12.17.2015
SEC Commissioner Encourages Commission to Bolster its Own Cybersecurity

12.15.2015
NAIC's Market Regulation Committee Adopts Broad Charge to Explore Insurers' Big Data Use
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12.14.2015
FAA Small Drone Rule: Takeaways For Commercial Users

12.03.2015
Will the UK's Scrutiny of Insurers' Use of Big Data Impact US Regulators?

12.01.2015
FAA Treats “Commercial” Newsgatherers and Citizen Journalists Differently

11.27.2015
New York Eyes New Cybersecurity Rules for Banks and Vendors

11.11.2015
Companies, Through Best Practices, Can Help Keep Cyber Insurance Prices Reasonable

11.09.2015
Data Breaches: Companies, Through Best Practices, Can Help Keep Cyber Insurance Prices
Reasonable

10.30.2015
Implications of Internal Data Theft at Hospitals: Tips for Preventing and Handling Data Breaches
by Employees

10.27.2015
What the Recent NAIC Financial Condition Examiners Handbook Changes Mean for Insurers

10.20.2015
Hot Topics in Cyber Coverage

10.20.2015
Hot Topics in Cyber Coverage [PODCAST]
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10.09.2015
Phishing for Coverage: When Is Fraud a 'Computer Fraud'?

10.08.2015
Phishing for Cybersecurity Coverage: When is a Fraud a "Computer Fraud"?

09.28.2015
Investment Adviser Settles SEC Charges After Data Breach

09.28.2015
Don’t Get Locked Out: Is Ransomware a Threat to Your Business?

09.28.2015
Online Behavioral Advertising Guidelines Go Mobile

09.28.2015
Your Data Breach Collided With My Personal Injury Coverage

09.28.2015
States Continue To Grapple With Data Breach Notification Issues

09.28.2015
Latest NAIC Cybersecurity News

09.28.2015
FFIEC Weighs in on Cybersecurity in Light of Unprecedented Risk of Cyber Threats

09.28.2015
Catching Up To Insurers’ Use of Big Data

09.23.2015
Circuit Split on Standing in Data Breach Class Actions Survives Clapper
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09.23.2015
Preparing for a Cyber Caremark Lawsuit: Lessons from the Home Depot Derivative Complaint

09.17.2015
SEC Continues to Focus on Cybersecurity Risks

09.15.2015
9 Things Employees Should Do to Prevent Data Breaches

09.14.2015
Cyber Caremark: Protecting Your Board from Shareholder Derivative Litigation After a Data Loss
Event

09.14.2015
Cyber Caremark: Protecting Your Board from Shareholder Derivative Litigation After a Data Loss
Event [PODCAST]

09.09.2015
Data Breach Class Claims Survive Clapper

09.03.2015
Cybersecurity as a Regulatory Issue: The NAIC Considers The Anthem Breach And Weighs a
"Cybersecurity Bill of Rights"

09.01.2015
Secure Communications: How a Monthly Lunch Can Protect Your Company in a Data Breach

08.20.2015
Internet Savvy Senior Lacks Standing to Bring Website Privacy Putative Class Claims Against
AARP

08.17.2015
Seventh Circuit Petitioned for Rehearing En Banc to Determine Whether Data Breach Class
Claims Survive Clapper, Satisfy Article lll Standing Requirements
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08.14.2015
A Firewall for the Boardroom: Best Practices to Insulate Directors and Officers From Derivative
Lawsuits and Related Regulatory Actions Regarding Data Breaches

08.10.2015
Checking in on Target’s Derivative Litigation: 18 Months Later, Directors Remain Stuck in the
Checkout Line

08.06.2015
What Every Company’s Board Must Know About Cybersecurity

07.20.2015
Spoofing Whales: How Companies Can Protect Their CEOs and CFOs from the "Business Email
Compromise”

07.16.2015
Cyberclaim Coverage Denied: The TCPA Protects Privacy, Not Personally Identifiable Information

07.15.2015
National Companies Considering Commercial Drones Must Consider State Privacy Laws

07.01.2015
Seeking Clarity on SEC Disclosure Obligations Related to Cybersecurity

07.01.2015
Key Cybersecurity Guidance for Life and Annuity Insurers

07.01.2015
Don’t Let Employee Trade Secret Thieves Turn the Table on You: Ten Tips for Minimizing
Employment Liability

07.01.2015
The FTC, Privacy, and the Life & Health Business
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06.17.2015
Nevada Federal District Court Follows National Trend, Dismisses Data Breach Class Action for
Lack of Standing

06.15.2015
The War Against Cyber Threats: President Obama Ups the Ante

06.15.2015
NYDFS Report Foreshadows New Cyber Security Regulations

06.15.2015
RadioShack’s Consumer Data: A Highly Scrutinized Asset

06.15.2015
Risky Business: Common Cyber Security Risks, Expensive Consequences

05.19.2015
Florida Enacts Law Providing for Civil Remedy Against Cyber Fraud and Abuse

04.24.2015
Telematics and Usage-Based Insurance: Benefits, Challenges, and the Future

04.22.2015
Data Breach Class Actions: Don’t Overlook Standing Defense Just Because Plaintiff Alleges
Identity Theft

04.16.2015
A CEO Blueprint: What to Do if Your Company Is Cyberattacked

03.26.2015
Threat of Identity Theft is Not Enough: Another Data Breach Class Action Dismissed for Lack of
Standing
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03.26.2015
Target Reaches Preliminary Settlement in Consumer Data Breach Class Action

03.25.2015
Financial and Merchant Industries Group and Obama Administration to Address Privacy Concerns

03.25.2015
Is Your Company Ready to Comply with Encryption of Individually Identifiable Health Information?

03.25.2015
A Modern Game of Hide and Go Seek? Some Lessons Learned Following Sony and Other Widely-
Publicized Data Breaches

03.25.2015
Protecting the Data Lode: NAIC Addresses Cybersecurity

03.23.2015
New York's Banking Regulator Proposes Tougher Anti-Money Laundering and Cybersecurity
Enforcement Rules

03.10.2015
A Different Kind of Data Breach—Loss or Disclosure of Company Information by Employee Theft

02.20.2015
Cyber Risk as a Regulatory Issue: Tales of Encryption

02.17.2015
No Harm, No Standing: Texas Federal Court Dismisses Data Breach Class Action

02.11.2015
State Insurance Regulators Target Insurers' Responses to Cyber-Attacks
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01.28.2015
Cyber Risk as a Regulatory Issue: A Connecticut Regulator Shares Her Insights

01.15.2015
Cyberspace Developments: Obama's Proposed Information-Sharing Bill

01.13.2015
Will 2015 Be The Year of the Data Breach Class Action?: Target Data Breach Claims Survive
Motions to Dismiss

01.12.2015
Consumer Financial Protection Bureau Attempts to Regulate Telecom

12.22.2014
Newly-Adopted Privacy Standards for Cloud Service Providers

12.22.2014
Protections Governing Theft and Publication of Medical Records

12.22.2014
Cybersecurity: Dig That Crazy Important Beat

12.22.2014
Considering the Impact of Driverless Cars

12.22.2014
Crisis Management: Five Steps to Take Before Providing That Comment

12.22.2014
California’s Northern District Bucks Standing Trend in Data Breach Class Action

11.19.2014
Are Data Breach Cases the Next Wave of Class Action Litigation?
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09.16.2014
Standard CGL Policy Form Adds Data Breach Coverage Exclusion

07.17.2014
U.S. Supreme Court: Warrant Generally Required to Search Information on a Cell Phone, Even
Incident to Arrest

07.07.2014
Your Electronic Communications to Canada May Now Be lllegal

06.25.2014
Florida Governor Signs Florida Information Protection Act

06.24.2014
Data Breach Class Action Not Barred by Lack of Individual Injury in West Virginia

05.16.2014
Congress Weighs New Weapon in Fight Against Business Data Theft

04.22.2014
SEC Issues Cybersecurity Risk Alert

02.20.2014
What Makes a Bank's Information Security Procedures "Commercially Unreasonable?"

01.29.2014
Allowing employees to connect own devices has risks, benefits

01.16.2014
The "Internet of Things" Will Impact Law and Regulation in 2014

10.23.2013
NIST Issues Preliminary Cybersecurity Framework for Critical Infrastructure Organizations
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09.23.2013
Risky Business: "Bring-Your-Own-Device" and Your Company

09.05.2013
NIST Releases Preliminary Cybersecurity Framework for Critical Infrastructure Organizations

07.19.2013
Academic Institutions Face Increased Threat of Cyberattacks

07.03.2013
The Role of Rule 26(g) in E-Discovery

05.28.2013
Healthcare Privacy Issues under the Omnibus Final Rule

05.01.2013
Ninth Circuit Provides Clarity and Eases Compliance for Telecom Service Providers

04.24.2013
Business Associates and HIPAA Compliance

04.09.2013
Cyber Intelligence Sharing and Protection Act Set for Markup Session

03.25.2013
Bill Introduced on Warrantless GPS Tracking

03.25.2013
Cloud Servicing Contracts: Legal Considerations for Companies Migrating to the Cloud

03.05.2013
Start a Five-Step Privacy Program for Your Business


https://www.carltonfields.com/insights/publications/2013/risky-business-bring-your-own-device-and-your-comp
https://www.carltonfields.com/insights/publications/2013/nist-releases-preliminary-cybersecurity-framework
https://www.carltonfields.com/insights/publications/2013/academic-institutions-face-increased-threat-of-cyb
https://www.carltonfields.com/insights/publications/2013/the-role-of-rule-26(g)-in-e-discovery
https://www.carltonfields.com/insights/publications/2013/healthcare-privacy-issues-under-the-omnibus-final
https://www.carltonfields.com/insights/publications/2013/ninth-circuit-provides-clarity-and-eases-complianc
https://www.carltonfields.com/insights/publications/2013/business-associates-and-hipaa-compliance
https://www.carltonfields.com/insights/publications/2013/cyber-intelligence-sharing-and-protection-act-set
https://www.carltonfields.com/insights/publications/2013/bill-introduced-on-warrantless-gps-tracking
https://www.carltonfields.com/insights/publications/2013/cloud-servicing-contracts-legal-considerations-for
https://www.carltonfields.com/insights/publications/2013/start-a-five-step-privacy-program-for-your-busines

03.05.2013
Investors Demand Cyber Security Transparency

03.05.2013
White House Cyber Security Coordinator Warns Regulations are Needed

02.22.2013
Regulating the Man Behind the Curtain
Big Data & Privacy: Workshop Paper Collection

02.21.2013
White House Issues Strategy Warning of Dangers to U.S. Companies from Hackers

02.20.2013
E-Discovery and Data Privacy: Dealing with Issues in the Cloud

02.13.2013
The White House Issues an Executive Order on Cybersecurity

02.07.2013
FTC Issues Report on Mobile Privacy

01.24.2013
U.S. Department of Health and Human Services Publishes Final HIPAA Rule Alert

01.09.2013
Dealing with Inaccessible Electronically Stored Information

12.20.2012
Verizon's 2012 Data Breach Investigations Report Provides Latest Findings in Information
Security


https://www.carltonfields.com/insights/publications/2013/investors-demand-cyber-security-transparency
https://www.carltonfields.com/insights/publications/2013/white-house-cyber-security-coordinator-warns-regul
https://www.carltonfields.com/insights/publications/2013/white-house-issues-strategy-warning-of-dangers-to
https://www.carltonfields.com/insights/publications/2013/e-discovery-and-data-privacy-dealing-with-issues-i
https://www.carltonfields.com/insights/publications/2013/the-white-house-issues-an-executive-order-on-cyber
https://www.carltonfields.com/insights/publications/2013/ftc-issues-report-on-mobile-privacy
https://www.carltonfields.com/insights/publications/2013/u-s-department-of-health-and-human-services-publis
https://www.carltonfields.com/insights/publications/2013/dealing-with-inaccessible-electronically-stored-in
https://www.carltonfields.com/insights/publications/2012/verizon-s-2012-data-breach-investigations-report-p

12.20.2012
Verizon Publishes Findings on Data Breaches in the Health Care Industry

11.08.2012
Uncertainty in the Cloud: Changing Requirements for Disclosing Customer Data

09.24.2012
The Role of Commercial General Liability and Cyber Risk Insurance Policies in Mitigating Against
the Risk of Data Privacy Breaches

12.12.2011
On Privacy: Liberty in the Digital Revolution
Journal of High Technology Law

09.08.2011
Trends in Privacy Class-Action Settlements

08.04.2008
Analyzing Insurance Claims: How to Protect the Insurer

07.21.2008
Wireless Industry Fights Back Against Prepaid Phone Trafficking

06.02.2008
2008 Florida Legislature Post-Session Report

05.05.2008
Counsel to Counsel Best Practices Lost or Stolen Data: Minimizing Fallout

Implications of Internal Data Theft at Hospitals: Tips for Preventing and Handling Data Breaches
by


https://www.carltonfields.com/insights/publications/2012/verizon-publishes-findings-on-data-breaches-in-the
https://www.carltonfields.com/insights/publications/2012/uncertainty-in-the-cloud-changing-requirements-for
https://www.carltonfields.com/insights/publications/2012/the-role-of-commercial-general-liability-and-cyber
https://www.carltonfields.com/insights/publications/2011/trends-in-privacy-class-action-settlements
https://www.carltonfields.com/insights/publications/2008/wireless-industry-fights-back-against-prepaid-phon
https://www.carltonfields.com/insights/publications/2008/2008-florida-legislature-post-session-report
https://www.carltonfields.com/insights/publications/2008/counsel-to-counsel-best-practices-lost-or-stolen-d
https://www.carltonfields.com/insights/podcasts/2015/implications-of-internal-data-theft-at-hospitals-t
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Related Practices

e AdTech

e Aviation

¢ Banking, Commercial, and Consumer Finance
¢ Blockchain and Digital Currency

* Business Transactions

* Class Actions

e Construction


tel:212.380.9623
https://www.carltonfields.com/services/technology/advertising-technology
https://www.carltonfields.com/services/mass-tort-and-product-liability/aviation
https://www.carltonfields.com/services/banking-consumer-finance
https://www.carltonfields.com/services/technology/blockchain-and-digital-currency
https://www.carltonfields.com/services/business-transactions
https://www.carltonfields.com/services/class-actions
https://www.carltonfields.com/services/construction

Consumer Finance

Corporate Law and Governance

Cyber Insurance Coverage Disputes
Digital and E-Commerce Engagement and Innovation
Discrimination

Education

Energy and Utilities

Esports and Electronic Gaming

Global Anti-Corruption

Government Law & Consulting

Health Care

Intellectual Property

Intellectual Property Litigation

Internal Investigations

International Privacy Compliance
Labor & Employment

Life, Annuity, and Retirement Solutions
Litigation and Trials

Media, Entertainment, Music & Sports
Private Equity and Venture Capital
Real Estate

Representations and Warranty Insurance
Technology

Telecommunications

Telecom: Transactions


https://www.carltonfields.com/services/banking-consumer-finance/consumer-finance
https://www.carltonfields.com/services/business-transactions/corporate-law-and-governance
https://www.carltonfields.com/services/insurance/cyber-insurance-coverage-disputes
https://www.carltonfields.com/services/technology/digital-and-e-commerce-engagement-and-innovation
https://www.carltonfields.com/services/labor-employment/discrimination
https://www.carltonfields.com/services/education
https://www.carltonfields.com/services/government-law-consulting/energy-and-utilities
https://www.carltonfields.com/services/technology/esports-and-electronic-gaming
https://www.carltonfields.com/services/white-collar-crime-government-investigations/global-anti-corruption
https://www.carltonfields.com/services/government-law-consulting
https://www.carltonfields.com/services/health-care
https://www.carltonfields.com/services/intellectual-property
https://www.carltonfields.com/services/intellectual-property/intellectual-property-litigation
https://www.carltonfields.com/services/white-collar-crime-government-investigations/internal-investigations
https://www.carltonfields.com/services/cybersecurity-and-privacy/international-privacy-compliance
https://www.carltonfields.com/services/labor-employment
https://www.carltonfields.com/services/life-annuity-and-retirement-solutions
https://www.carltonfields.com/services/litigation-and-trials
https://www.carltonfields.com/services/intellectual-property/media-entertainment-music-sports
https://www.carltonfields.com/services/business-transactions/private-equity-and-venture-capital
https://www.carltonfields.com/services/real-estate
https://www.carltonfields.com/services/insurance/representations-and-warranty-insurance
https://www.carltonfields.com/services/technology
https://www.carltonfields.com/services/telecommunications
https://www.carltonfields.com/services/telecommunications/telecom-transactions

e Telecom: Litigation and Arbitration

¢ Trade Secrets / Noncompete Litigation and Consulting

Related Industries

¢ Banking, Commercial, and Consumer Finance
e Construction

* Health Care

¢ Life, Annuity, and Retirement Solutions

¢ Life, Annuity, and Retirement Solutions

¢ Property & Casualty Insurance

* Real Estate

e Securities & Investment Companies

e Technology

e Telecommunications


https://www.carltonfields.com/services/telecommunications/telecom-litigation-and-arbitration
https://www.carltonfields.com/services/labor-employment/trade-secrets-ndas
https://www.carltonfields.com/services/banking-consumer-finance
https://www.carltonfields.com/services/construction
https://www.carltonfields.com/services/health-care
https://www.carltonfields.com/services/life-annuity-and-retirement-solutions
https://www.carltonfields.com/services/insurance/life-annuity-and-retirement-solutions
https://www.carltonfields.com/services/insurance/property-casualty-insurance
https://www.carltonfields.com/services/real-estate
https://www.carltonfields.com/services/securities
https://www.carltonfields.com/services/technology
https://www.carltonfields.com/services/telecommunications

